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1. DIGITAL HEALTHCARE
OVERVIEW

1.1 Digital Healthcare, Digital Medicine
and Digital Therapeutics

From pagers and fax machines to telemedi-
cal videoconferencing and electronic patient
records, the spectrum of information technolo-
gies available to healthcare providers (HCPs),
healthcare organisations (HCOs) and patients in
Switzerland has proliferated and is expected to
reach as-yet unexploited heights.

Digital Healthcare as an Umbrella Term

While “digital healthcare” or alternative notions
of “electronic health services” and “Health
2.0” are generally understood to represent the
sum of information technologies designed to
increase the well-being, fitness or health of
a given population or the efficiency of health-
care services — eg, by facilitating communica-
tion between HCPs, HCOs and patients — the
term “digital medicine” or “digital therapeutics”
describes diagnostic, preventative or therapeu-
tic attributes of information technologies. Digital
medicine can thus be read as a subcategory of
digital healthcare. When used in this article, the
term “digital healthcare” will accordingly be used
as an umbrella term covering digital medicine
applications.

Differences Between Digital Healthcare and
Digital Medicine

From a patient’s perspective, digital healthcare
technologies often encompass applications
that generally inform about human health con-
ditions, enable communication with HCPs, or are
intended to increase their general well-being -
eg, by encouraging an active lifestyle — whereas
technologies belonging to the digital medicine
realm will make claims to prevent, diagnose or
treat a human disease and improve their medi-
cal condition.

From an HCP’s perspective, digital healthcare
will primarily involve applications that increase
service efficiency, such as teleconsultation or
administrative case-management platforms,
patient records or systems supporting the dis-
covery of new therapies, while digital medicine
applications form the object of, or influence,
their medical decision-making and are subject
to an according duty of care.

From a regulatory perspective, digital medicine
faces more stringent evidentiary requirements
to substantiate medical claims and generally
requires some form of clinical evaluation to be
marketable in Switzerland.

Promises of Digital Healthcare

Besides improving access to healthcare and
reducing inefficiencies, one of the promises of
digital healthcare technologies lies in their abil-
ity to collect real-time data that can facilitate
the generation of evidence required to inform
medical decision-making. However, as in other
sectors, decision-making based on “real-time”
or “real-world” evidence has pitfalls — using unfil-
tered data collected from use may perpetuate
system bias and pose privacy concerns — risks
that are only partly addressed in current Swiss
regulation.

1.2 Regulatory Definition
Neither the notion of digital healthcare nor the
term digital medicine is currently defined under
Swiss regulatory frameworks.

eHealth and mHealth

The Swiss regulator has, however, defined the
terms “eHealth” and “mHealth”. As part of an ini-
tiative to increase digitalisation of the healthcare
sector, the Swiss federal and cantonal adminis-
trations jointly adopted a “Swiss eHealth Strat-
egy 2.0”. According to the strategy, the term
“eHealth” covers “all electronic health services
that serve to network the actors in the health
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system”. The current Strategy 2.0 draws on a
previous “eHealth strategy Switzerland”, which
defined “eHealth” as “the integrated use of infor-
mation and communication technologies (ICT)
to design, support and network all processes
and participants in the health care system”. Inter
alia, the eHealth strategy Switzerland led to the
release of “mHealth recommendations” (dated
March 2017). These mHealth recommenda-
tions refer to mHealth as “medical procedures,
healthcare and preventive measures supported
by wirelessly connected devices” (abbreviated
translation).

Though the strategies and recommendations
offer useful definitions and guidance for legisla-
tors, regulators and economic operators, they do
not aim at regulatory qualification, but at serving
a basis for reform and allocation of funds. They
are thus of limited value when describing the
Swiss regulatory landscape.

Lack of a Comprehensive Regime for Digital
Healthcare and Digital Medicine

The lack of a regulatory definition is due to the
fact that there is no comprehensive Swiss leg-
islation on digital healthcare or digital medicine.
Rather, aspects of health-related information
technologies are generally qualified under each
regulatory regime in view of each regulation’s
objectives.

Depending on their functions, features and
claims, digital healthcare and digital medicine
may, for example, be subject to:

« professional practice and licensing require-
ments;

« provisions on therapeutic and diagnostic
products;

« data protection and professional secrecy
obligations;

« human (clinical or non-interventional) trial
regulations;

* genetic testing legislation;

* laws on patient records;

+ advertising restrictions;

* rules on the provision of benefits to HCPs,
HCOs or patient organisations;

* (product-)liability regimes;

« telecoms regulations; and/or

* public procurement provisions.

1.3 New Technologies

Digital healthcare and digital medicine are fuelled
by general access to mobile devices equipped
with high computing power and storage capac-
ity, enabling real-time collection and processing
of health-related data.

With increased connectivity, including wirelessly
connected things (internet of things), the idea
of healthcare ecosystems tailored to specific
indications or (more broadly) conditions (such
as diabetes, cardiac issues and depression) —
designed to follow the entire treatment cycle
from prevention and prediction to diagnosis,
treatment, adherence and monitoring - is gain-
ing momentum.

Concurrently, innovation is driven by increasingly
sophisticated machine-learning and pattern-rec-
ognition technologies. Coupled with advances in
genetic sequencing technologies, digital medi-
cine applications promise to provide care tai-
lored to an individual’s genetic or physiological
make-up and/or increase diagnostic accuracy.
Machine-learning algorithms in digital healthcare
technologies are used to identify new therapy
candidates or improve patient triage efficiency.

1.4 Emerging Legal Issues

Due to a widespread acceptance and embracing
of digital technologies within the Swiss popu-
lation and an ageing society weighing on the
Swiss social insurance, digitalisation of health-
care has become a priority.
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At the same time, increased connectivity has
also brought about new legal issues. The cur-
rent legal aspects in digital health include:

« data privacy and data safety;

- data access;

« cross-border provision of care;

« product liability for machine learning-enabled
devices;

« evidentiary requirements for machine-learning
technologies and digital apps; and

* reimbursement of new technologies under the
mandatory social health insurance scheme.

Amongst the challenges to digital health are
obstacles caused by varying national standards
and a regulation that is not tailored to digital
health technologies.

1.5 Impact of COVID-19

During the COVID-19 pandemic, video consulta-
tion, telemedical services and remote monitoring
for patients or new digital tools — eg, contact
tracing apps - gained ground. The increased
use of digital platforms during the pandemic
will likely have a lasting and enabling effect on
healthcare in Switzerland.

2. HEALTHCARE
REGULATORY
ENVIRONMENT

2.1 Healthcare Regulatory Agencies
Swiss law is generally characterised by decen-
tralised governance, where default competenc-
es lie with the Swiss cantonal authorities.

Inter alia, Swiss cantonal health authorities have
authority over medical professional practice and
are competent to enforce professional licensing
requirements. Their oversight thus touches upon
digital health technologies that directly impact
professional practice, such as platforms for tel-

emedical services, and raise questions on the
distinction between the provision of medical
professional care and platforms acting as inter-
mediaries to that care.

Swiss cantonal authorities are also competent
by default to enforce the Swiss Therapeutic
Products Act (TPA) governing medicinal prod-
ucts, medical devices and therapies directly
linked to medicinal products or medical devices;
eg, gene therapies. The cantonal competences
under the TPA are superseded where the TPA
accords express authority to the Swiss Federal
Agency for Therapeutic Products (Swissmedic).
Inter alia, Swissmedic is competent for market
surveillance of medical devices and has author-
ity over the marketability of medical devices.
Digital medicine applications classified as medi-
cal devices within the meaning of the TPA may
thus fall under both Swissmedic’s and cantonal
authorities’ oversight.

Along with regional ethics committees, Swiss-
medic is also responsible for authorising certain
categories of human (interventional) clinical trials
with medical devices under the Swiss Clinical
Trials Ordinance (eg, medical devices not yet
bearing a conformity marking under medical
devices regulations). Non-interventional studies
with human subjects, including personal data,
require an authorisation by the competent eth-
ics committee under the Swiss Federal Human
Research Act (HRA).

Swissmedic’s and the cantonal authorities’ com-
petences under the TPA are complemented by
competences of the Swiss Federal Office of
Public Health (FOPH). Inter alia, the FOPH is
also competent for granting certain authorisa-
tions under the Federal Act on Human Genetic
Testing (HGTA) and for assessing the benefit of
candidates for reimbursement under the general
mandatory Swiss health insurance scheme.
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2.2 Recent Regulatory Developments

To keep pace with evolving technologies in digi-
tal healthcare, the Swiss regulatory landscape is
changing, in terms of substantive legal regimes
and in the way in which regulatory authorities
conduct market-surveillance activities.

Substantive Reform

In terms of substantive regimes, reforms are
ongoing in patient records legislation, medical-
device regulations, genetic testing and data pro-
tection laws.

Electronic patient dossier

In view of facilitating inter-operability between
HCPs, HCOs and digital healthcare applica-
tions, and with the aim of breaking up informa-
tion silos, the Swiss legislator and regulator laid
grounds for an electronic patient dossier (EPD).
The EPD is at the heart of the Swiss eHealth
Strategy 2.0 and designed to integrate informa-
tion derived from patient files kept by HCPs and
HCOs, information entered by the patient, and
mHealth applications connected to the records
(see the definition of mHealth under 1.2 Regula-
tory Definition). It functions as an overarching
link between, and a gateway to, patient informa-
tion stored locally on decentralised filing systems
operated by certified EPD providers. To enable
access to an EPD, the patient must have given
their consent with a two-factor authentication.
The EPD was rolled out gradually in the course
of 2021 and shall be further developed.

Medical devices ordinances

The Swiss regulator also adopted a fundamental
reform of the medical-device regimes, including
in vitro diagnostic medical devices, with a view
to harmonising the Swiss regime with the Euro-
pean Union’s Regulations (EU) 2017/745 (MDR)
and (EU) 2017/746 (IVDR). The revised Medical
Devices Ordinance (MedDO) entered into force
on 26 May 2021 and will be supplemented by
the Ordinance on In vitro Diagnostic Medical

Devices, a draft of which was published in April
2021. Both ordinances closely mirror and direct-
ly reference the respective EU provisions. Nei-
ther ordinance is specifically tailored to devices
relying on digital technologies, and guidance
on artificial intelligence (Al) under the MDR and
IVDR is outstanding.

mHealth recommendations

mHealth applications (see the definition under
1.2 Regulatory Definition) not falling under the
regime on medical devices (eg, wearable sensors
measuring vital parameters for fithess purposes)
are subject to generic, non-healthcare-specific
regimes on product safety. In view of addressing
health-related risks inherent to mHealth applica-
tions, the Swiss regulators adopted recommen-
dations and guidance for a self-declaration of
mHealth apps based on quality criteria endorsed
by the Swiss eHealth initiative. Both recommen-
dations and guidance are designed as non-bind-
ing codes of practice increasing transparency
and furthering the development of adequate
quality standards.

Reform of the Data Protection Act

To account for the increased role and value of
collecting and processing personal data, the
Swiss legislator adopted a reformed Federal
Data Protection Act (revFDPA), due to apply from
1 September 2023. The new framework provides
for, inter alia, increased transparency require-
ments while building on previous concepts of
the Swiss data protection regime. In contrast
to Regulation (EU) 2016/679 (the General Data
Protection Regulation, or GDPR), the FDPA is
based on the principle of permitted data pro-
cessing with exceptions requiring justification
(ie, consent, overriding interests or legal bases).

Human genetic testing

Further reforms affecting digital healthcare tech-
nologies include a revised regime on human
genetic testing. The revised HGTA and its imple-
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menting ordinance are due to apply from the
fourth quarter of 2022.

Reform impact

Amongst the regulatory reform projects under
way, the new regulations on medical devices and
the revised FDPA, as the most far-reaching revi-
sions, are likely to have the greatest impact on
digital healthcare. Their impact is, however, not
yet fully discernible, as respective enforcement
practices have yet to be adopted.

Shifting Practices in Regulatory Oversight
Regulatory oversight has shifted procedurally
and substantively; ie, in its focus. Changes are
most apparent in digital medicine.

* Procedurally, Swissmedic largely communi-
cates with economic operators via its online
portal. Through the portal, it receives market
surveillance notifications, applications for
authorisations and regulatory documentation,
and issues regulatory orders. It is also explor-
ing ways of using machine-learning technolo-
gies to search for, analyse and validate sci-
entific evidence or detect patterns or trends
in reported adverse events. Swissmedic is in
the process of evaluating benefits and risks of
using Al technologies for assessing projects
for, and the results of, clinical trials. As more
scientific disciplines become necessary for
an effective oversight, Swissmedic also faces
increased complexity in its internal knowl-
edge organisation.

In terms of regulatory focus, Swissmedic and
the FOPH are examining ways to address

the trend in precision medicine. Swissmedic
also aims at improving transparency on risks
relating to digital medicine for patients and
users; eg, hacking of insulin pumps or patient
records.

2.3 Regulatory Enforcement

Key areas of enforcement are centred around
applications causing or contributing to the high-
est health or privacy risks for patients or users.
Thus, enforcement focus lies on high-risk digital
medicine applications or other such technolo-
gies processing high quantities or a broad spec-
trum of health-related personal data.

Where authorities open investigations against
economic operators, they are generally required
to grant those operators a right to be heard,
unless the suspected risks require immediate
or covert action. Any action would have to be
proportionate to the operators’ legitimate inter-
ests. As arule, prior to issuing any binding order,
authorities will generally have to give addressees
of any such order the opportunity to submit a
defensive statement. Upon the issuing of a bind-
ing regulatory order, addressees have the right
to take recourse before an instance specified
in the applicable legal regime (eg, the Federal
Administrative Court).

3. NON-HEALTHCARE
REGULATORY AGENCIES

3.1 Non-healthcare Regulatory
Agencies, Regulatory Concerns and
New Healthcare Technologies

Certain digital healthcare technologies may be
subject to generic, non-healthcare-specific legal
regimes, such as telecoms regulations, general
product-safety regimes and competition laws.

Telecoms Regulations

Digital healthcare technologies qualified as tel-
ecommunication services within the meaning
of the Swiss Telecommunications Act (TCA) fall
under the Swiss oversight of the Federal Office
of Communications (OfCom) and have certain
reporting, co-operation and documentation
obligations under the Swiss Federal Act on the



SWITZERLAND | AW AND PRACTICE

Contributed by: David Vasella, Michael Isler and Anne-Catherine Cardinaux, Walder Wyss Ltd

Surveillance of Post and Telecommunications
(SPTA).

The TCA regulates the transmission of informa-
tion and is aimed, inter alia, at ensuring cost-
efficient, stable, competitive and accessible
telecoms networks in Switzerland. It defines
telecommunication services as the transmission
of information for third parties. As per guidance
provided by OfCom, a telecommunications ser-
vices provider (TSP) is a person who assumes
responsibility for the transmission of end-user
signals vis-a-vis end users or other TSPs.

In a decision in April 2021 and along the lines of
the European Court of Justice’s jurisprudence,
the Swiss Federal Court held that an internet-
based instant messaging app (such as Threema,
Signal or WhatsApp) relying on internet access
provided and administered by a third party (so-
called over-the-top services, or OTT services)
does not classify as a TSP. It follows that to be
considered a TSP, digital healthcare technolo-
gies would have to exercise some form of con-
trol over the transmissions network (eg, through
a feed-in interconnection agreement allowing
users of an internet-based service to access
mobile telephone numbers) or provide a con-
tractual guarantee for the correct and uninter-
rupted transmission of user information.

OTT services enabling one-way or multi-path
communication — eg, offering chat or other
communication functions between HCPs and
patients — may, however, qualify as providers
of derived communication services within the
meaning of the SPTA. Such providers of derived
communication services face certain, albeit
reduced, co-operation and reporting obligations
in the surveillance of telecoms networks.

Product Safety Laws
Digital healthcare technologies may also fall
under non-healthcare-specific product safety

laws. As a rule, products intended for consumer
use are governed by the general requirements
on product safety provided by the Swiss Federal
Act on Product Safety (PrSG). Regulatory over-
sight lies with authorities specified in the Swiss
Ordinance on Product Safety or other sector-
specific ordinances.

By way of an example, wearables measuring
vital parameters and wirelessly connected to
other devices may need to observe essential
health and safety requirements set out by the
Swiss Ordinance on Telecommunications Instal-
lations. Oversight over the observance of such
essential health and safety requirements lies
with the Swiss Federal Inspectorate for Heavy
Current Installations.

Competition Laws

Oversight over compliance with the Swiss Car-
tel Act (CartA) lies with the Swiss Competition
Commission. Digital healthcare platforms foster-
ing the exchange of data between competitors
(eg, HCOs competing for patients) that has the
effect of co-ordinating competitive behaviour
(such as setting prices) may fall into the realm
of co-ordinated behaviour prohibited under the
CartA. Furthermore, recent developments in the
EU have spurred debates on whether violations
of data protection laws may constitute an abuse
of market power under the CartA. Depending on
their specific functions, digital healthcare plat-
forms may thus need to take competition laws
into consideration.

Data Protection

The Federal Data Protection and Information
Commissioner (FDPIC) is appointed to super-
vise federal bodies, advise private operators
and enforce federal data protection law. Can-
tonal bodies are subject to oversight by the can-
tonal data protection bodies. As the healthcare
sector becomes increasingly digital and data-
driven, the role of the data protection authorities
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becomes increasingly important, even though
their reach, resources and resolve are not on a
par with their European counterparts. Interac-
tion or co-operation by the Swiss data protec-
tion authorities with other agencies is subject to
alignment in each case and the delineation of
authority is often blurry.

4. PREVENTATIVE
HEALTHCARE

4.1 Preventative Versus Diagnostic
Healthcare

The Swiss healthcare system is based on three
pillars of medical care: treatment, rehabilitation
and care. Prevention and health promotion are
less firmly anchored in the Swiss health system.

The FOPH defines “prevention” as an umbrella
term for all measures that are intended to pre-
vent the occurrence, spread or negative effects
of health disorders, diseases or accidents. In the
field of prevention, a distinction can be made
between the following forms of prevention,
depending on the timing of the measures:

* primary prevention aims to prevent diseases
as far as possible;

» secondary prevention serves to detect dis-
eases at an early stage; and

- tertiary prevention aims to mitigate the conse-
quences of a disease.

A difference between the regulation of preven-
tative and diagnostic medicine arises from the
remuneration by the mandatory health insurance
(obligatorische Krankenpflegeversicherung, or
OKP). In the case of diagnostic treatment, it is
assumed that these medical services comply
with the principle of effectiveness, expediency
and economic efficiency, which are remunera-
tion conditions. This does not apply to preventa-
tive medical services, and all such services are

to be paid for by the mandatory health insurance
only if specifically included in a list.

4.2 Increased Preventative Healthcare

A quarter of the Swiss population suffers from a
non-communicable disease (NCD) such as can-
cer or diabetes. A healthy lifestyle and knowl-
edge can reduce such diseases or ensure they
do not occur. Therefore, care providers such as
hospitals and independent health specialists are
increasingly involving preventative measures
into their work for guiding ill people or those at
higher risk of disease on how to improve health.

Certain measures of medical prevention are
covered by the mandatory health insurance.
The costs are paid by the health insurance for
prophylactic vaccinations, examinations of the
general state of health or the prevention of dis-
eases, among other things.

4.3 Regulated Personal Health Data
and Unregulated Fitness and Wellness
Information

The TPA defines medical devices as “products,
including instruments, apparatus, equipment, in
vitro diagnostics, software [...] and other goods
and substances which are intended or claimed
to have a medical use [...]". With regard to stan-
dalone software, it is therefore questionable
whether it can be a medical device. The TPA
explicitly mentions software as a medical device
under the condition that the software serves a
medical purpose. Thus, general software that
does not go beyond imparting knowledge, such
as information platforms or electronic patient
dossiers, is not considered a medical device.
If an app or software only serves to measure
fitness or nutrition data or to statistically evalu-
ate clinical or epidemiological data, this does
not constitute a medical device. Nevertheless,
the term “medical device” is to be understood
broadly. For example, an app that measures
a woman'’s fertility by analysing personal data

10
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was qualified as a medical device by the Federal
Administrative Court.

A lack of clarity may particularly arise when an
app records or uses the data of a specific person,
but mainly to consolidate and summarise data.
Such apps can be classified as non-regulated
apps in the health sector. Such digital health
products can then, despite not being subject to
the TPA and the MedDO, be qualified as utility
articles that must comply with the provisions of
the Federal Act on Foodstuffs and Consumer
Products (FSA). To guide app developers and
help them with regulatory qualification, Swiss
regulators have adopted recommendations and
a catalogue of quality criteria for mHealth apps.

4.4 Regulatory Developments

Prevention today is mostly a task for healthcare
professionals and non-governmental organisa-
tions such as organisations for the elderly and
for cancer patients. Health insurance providers
offer services aiming at prevention, but it is not
a key task for mandatory health insurance pro-
viders, as noted above. However, the National
Strategy for the Prevention of Non-Communal
Diseases (NCD Strategy) 2017-2024 aims to
strengthen health promotion and increase dis-
ease prevention.

4.5 Challenges Created by the Role of
Non-healthcare Companies

As there is no uniform legislation in the field of
digital health, companies must comply with dif-
ferent laws and regulations depending on the
sector affected by the new technology. While
healthcare companies are used to the strict
sectoral regulation in the healthcare sector and
require their contract partners to comply with
those regulations, non-healthcare companies
are used to more liberal regulations. Therefore,
it is particularly important for such companies
to contractually agree on the clear distribution
of regulatory responsibilities.

11

If medical advice is provided in individual cases
— for example, in the context of telemedicine -
this constitutes the exercise of a medical profes-
sion and is only permitted to persons having a
professional licence.

5. WEARABLES,
IMPLANTABLE
AND DIGESTIBLES
HEALTHCARE
TECHNOLOGIES

5.1 Internet of Medical Things and
Connected Device Environment

With their eHealth strategy, the Confederation
and the cantons have set specific goals to pro-
mote digitalisation in the healthcare sector in a
targeted manner. One particular focus is on the
electronic patient dossier. Of the numerous inno-
vations in the area of digital health, digital medi-
cal devices as well as wearables and biosensors
can be highlighted as particularly important.

5.2 Legal Implications
Under Swiss law, there are no specific liability
rules regarding digital health.

In general, civil liability rules apply, especially the
liability in tort, contractual liability and product
liability. Product safety law, which also covers
digital health products, establishes strict liability.
The manufacturer of products is therefore liable
for death, personal injury and property damage
resulting from the defectiveness of a product. A
manufacturer within the meaning of the Product
Safety Act is then also anyone who claims to be
a manufacturer or whose name or trade mark is
affixed to a product. Those who import a product
for the purpose of resale, rental or other com-
mercial purposes also qualify as manufacturers.
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With regard to the use of Al in healthcare, the
liability of doctors must be assessed with regard
to a possible breach of the doctor’s duty of care.

The attribution of liability between the various
parties (especially manufacturers, healthcare
institutions and healthcare professionals) must
be contractually agreed.

5.3 Cybersecurity and Data Protection
Health data is considered sensitive personal
data under data protection law.

Moreover, when people record data about them-
selves via fitness apps or wearables, they accu-
mulate large amounts of data. There is a risk of
loss of control, which increases the risks from a
data breach. If third parties obtain information
about health, the data subjects may suffer seri-
ous disadvantage.

Inherent in the use of data processing, includ-
ing of Al, is the risk of unauthorised disclosure
of personal data; in the case of Al, both during
the training and the application phase. Added
to this risk is the risk of manipulation of training
data. Under the FDPA, any personal data must
be protected against unauthorised processing
through adequate technical and organisational
measures, even though the law does not specifi-
cally require certain types of measures.

In relation to cloud computing, cybersecurity
risks are mitigated to an extent but legal risk
increases, in view of cross-border data transfers
and the required transfer impact assessments.

In order to address these risks, contracts will
usually require adequate security measures,
and before data is shared with others, a ven-
dor assessment is necessary or, at least, good
practice. In addition, contracts will require
breach notification, even though under the cur-
rent FDPA, there is no mandatory obligation to

notify breaches to the FDPIC, and an obligation
to communicate breaches to the data subjects
only arises in exceptional circumstances. The
revised FDPA (as of 1 September 2023) will intro-
duce mandatory breach notification, largely in
alignment with the GDPR.

5.4 Proposed Regulatory Developments
While the TPA provides the general legal frame-
work with regard to the manufacture, distribu-
tion and use of all medical devices, the MedDO
contains a definition of medical devices. Other
relevant laws include the FDPA, the FSA and
the PrSG. In addition, legislation on intellectual
property and the Federal Act on Unfair Competi-
tion can be relevant.

The regulatory authorities in the area of digital-
ised medicine are, in particular, Swissmedic,
the FOPH and the FDPIC. While Swissmedic is
responsible for the authorisation and supervi-
sion of clinical trials with medical devices and
for market surveillance, and the FOPH regulates
the reimbursement of costs in relation to medical
devices by the OKP, the FDPIC is the supervi-
sory body for compliance with data protection
legislation.

6. SOFTWARE AS A
MEDICAL DEVICE

6.1 Categories, Risks and Regulations
Surrounding Software as a Medical
Device Technologies

Definition of Medical Devices Under the
MedDO

Based on the principle of harmonisation with
European medical-device law, the current Swiss
definition of medical devices mirrors the MDR.

In summary, and in line with the EU regulatory

framework, a product, including software, is
considered a medical device if it is intended by
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the manufacturer, inter alia, for the purpose of
(each a medical purpose):

« diagnosis, prevention, monitoring, prediction,
prognosis, treatment or alleviation of a human
disease, injury or disability;

« investigation, replacement or modification of
the anatomy, or of a physiological or patho-
logical process or state;

« providing information by means of in vitro
examination of specimens derived from the
human body, including organ, blood and tis-
sue donations; or

+ controlling conception or making diagnoses
in relation to conception (abbreviated defini-
tion).

Whether a product is intended for a medical
purpose is determined in accordance with the
manufacturer’s design and claims, as expressed
in the product’s labelling, instructions for use,
documentation and marketing materials. The
qualification of a medical device is determined
by a subjective-objective test, meaning that arbi-
trary disclaimers provided by the manufacturer
will be deemed ineffective if they are inconsist-
ent with the product’s intended functions and
objective presentation.

Medical Device Software

The Swiss regulatory authority, Swissmedic,
issued a guidance document on standalone
medical-device software, including apps
installed on wearable devices, which references
the respective EU/EEA guidance MEDDEV 2.1/6
and describes practical examples of non-med-
ical software.

Specifically, an app providing generic non-per-
sonalised medical information or an app for “fit-
ness, wellbeing or nutrition (eg, diets)” (transla-
tion) is not considered a medical device. In its
guidance, Swissmedic also specifies that — as
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a rule — the following functions do not qualify as
medical in nature:

« storage and archiving;

« communication (flow of information from a
source to a recipient);

« simple search; and

* lossless compression (ie, compression per-
mits the exact reconstruction of the original
data).

In order to be considered a medical device,
software would thus have to perform a certain
degree of data processing tailored to individual
patients with a view to achieving a medical pur-
pose.

Software not intended to achieve a medical pur-
pose on its own would not in itself be consid-
ered a medical device, but may — for example,
if it drives or influences a medical device - fall
under the scope of the medical-device regime
as an accessory to, or component of, a medical
device.

To date, Swissmedic has not made reference to,
or taken a stance on, the new (non-binding) MDR
guidance MDCG 2019-11 issued by the Europe-
an Medical Device Co-ordination Group (MDCG),
an advisory body composed of representatives
from the European national regulators. However,
since the definition of medical devices adopted
by the Swiss regulator corresponds to the MDR,
the MedDO will likely be interpreted in accord-
ance with the MDCG 2019-11.

Self-Regulatory Concept of the Medical
Device Regime

As in the EU framework, the Swiss ordinances
are characterised by a self-regulatory concept
based on harmonised technical standards devel-
oped by industry organisations and endorsed by
Swissmedic. Unlike medicinal products, medical
devices do not require a marketing authorisation,
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but must in principle be marked with a specified
conformity marking to be marketable. The mark-
ing may only be affixed following a specified
risk-based conformity assessment. Depending
on the medical device’s risk profile and corre-
sponding classification, manufacturers must
involve third parties in the conformity assess-
ment of their devices; ie, notified bodies accred-
ited by the competent accreditation organisa-
tion. Irrespective of their class, all devices must
undergo a clinical evaluation procedure based
on clinical evidence representative of their risk.

Machine Learning-Enabled Medical Device
Software

Medical-device technologies based on adap-
tive machine-learning algorithms have been
described as “black box medicine” due to their
evolving “learning” output and opacity. Indeed,
machine-learning algorithms are characterised
by a certain lack of input-to-output traceability,
a fact that poses a hurdle in clinical evaluation.

Unlike other regulatory authorities in Europe,
Swiss authorities have not yet issued guidance
on evidentiary requirements for medical devic-
es based on machine-learning technologies.
Respective guidance will likely correspond to
guidelines under the MDR and IVDR currently
pending with the MDCG. Nor have harmonised
technical standards for the general safety and
performance requirements specific to machine-
learning algorithms yet been endorsed by the
Swiss regulator.

New Market Entries

Software providers that offer software, or parts
of a greater system, that qualifies as a medi-
cal device are not always mindful at the early
stages of planning and development that many
applications are caught by the regulatory regime.
This tends to delay product development and
increases cost. At the same time, the new med-
ical-device regime tightens requirements on

documentation and security, connectivity and
maintenance, which not all newcomers are pre-
pared to satisfy.

7. TELEHEALTH

7.1 Role of Telehealth in Healthcare
Telemedicine is well established in Switzerland.
Certain Swiss health insurance companies offer
insurance policies with telemedicine gateways
akin to the health maintenance organisation
model where patients must first seek consulta-
tion through a designated telemedical portal.

Apart from a few provisions in cantonal law
and an accordingly varying degree of liberality
towards telemedicine across the Swiss cantons,
there is no telemedicine-specific legislation and
telemedicine is thus subject to general rules
governing conventional forms of healthcare; in
particular, medical professional standards of
care. According to the current code of profes-
sional practice of the Swiss Medical Professional
Association (FMH), telemedical care conforms to
professional standards, provided that, as a rule,
treatment is not exclusively based on electronic
communication or other forms of remote com-
munication.

The current legal issues revolve around the
cross-border provision of care and operating
licence requirements for telemedical platforms
employing or co-operating with physicians.

While the cross-cantonal provision of telemedi-
cine is practically undisputed, licensing require-
ments for physicians and telemedical platforms
providing remote services from EU/European
Free Trade Association member states are sub-
ject to an ongoing debate.

In principle, physicians based in the EU/EEA
benefit from an exemption from cantonal profes-
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sional operating licensing requirements. Howev-
er, there is currently no jurisprudence or consen-
sus in doctrine on whether telemedical services
provided from EU/EEA states without cantonal
licences would be subject to the limitation of 90
days per year provided for cross-border servic-
es based on the sectoral agreements between
the EU and Switzerland. Arguably, the limitation
only applies to a physical presence in Switzer-
land and does not extend to remote telemedical
services. Yet, the EU’s notation of services also
encompasses correspondence services, sug-
gesting an according interpretation of the term
under the sectoral agreements.

Similarly, jurisprudence has not yet been ren-
dered on the question of whether, and to what
extent, the physician’s medical practice will
be governed by foreign or Swiss professional
standards (country of origin versus country of
destination principle). Much like in the EU, an
established practice and jurisprudence is lack-
ing. Since Switzerland is not bound by the EU’s
patchwork of directives touching upon cross-
border medical professional services, the Swiss
regulators are not bound by an interpretation of
these directives adopted under EU law.

In recent years, certain cantonal authorities have
argued that telemedical platforms acting as
intermediaries between physicians and patients
would require cantonal operating licences and
an establishment in Switzerland. Depending on
the applicable cantonal provisions, the business
model and the relationship between patients and
physicians, telemedical platforms may thus have
to take into account whether they operate out-
patient medical institutions within the meaning
of cantonal licensing provisions.

7.2 Regulatory Environment

During the COVID-19 pandemic, the medical
professional association FMH partnered with a
videoconferencing service, offering physicians
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its platform free of charge. Guidance issued by
the FMH during the pandemic specifies that the
responsibility for the use of messenger or video
services lies with the respective physician. To aid
decision-making in the choice of a service, the
FMH published guidance listing the most com-
mon products for video consultations, including
a risk assessment available on its website.

7.3 Payment and Reimbursement

The tariff structures for outpatient treatments
are negotiated between tariff partners specified
in the health insurance statutes; ie, representa-
tives of health insurers and professional associa-
tions. The applicable tariff (TARMED) currently
lists only one position, “Telephone consultation
by the specialist” (see tariff No 00.0110 et seqq),
for telemedical services provided by specialists
other than psychiatrists or psychotherapists.
During the COVID-19 pandemic, the respective
tariff positions were partially and temporarily
adapted to account for the need for longer tel-
econsultations.

8. INTERNET OF MEDICAL
THINGS

8.1 Developments and Regulatory and
Technology Issues Pertaining to the
Internet of Medical Things

The term “internet of medical things” (IloMT)
refers to wirelessly connected sensors transmit-
ting information to other objects in the health-
care ecosystem by way of machine-to-machine
communication. Possible applications include
inventory or occupancy management in HCOs
or real-time monitoring of vital signs in patients.

A systematic roll-out of loMT applications in
healthcare will trigger and amplify general legal
issues, including those previously mentioned,
such as data privacy and data security, and
will expose HCOs, HCPs and patients to new
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security risks such as hacking, hijacking and
manipulation of digital assistants. Such risks
may raise questions as to whether Swiss regu-
latory regimes address those risks sufficiently
and whether the current criminal provisions are
effective in combating related crimes.

The Swiss Federal Council (FC) published a
report dated 29 April 2020 on security standards
for internet of things devices that found, among
other things, that further legal requirements or
guidelines should be developed in close interna-
tional co-ordination, as fragmented regulations
across domestic jurisdictions may prove ineffec-
tive and lead to unintended market distortions.

9. 5G NETWORKS

9.1 The Impact of 5G Networks on
Digital Healthcare

With transmission speeds approximately 100
times faster than 4G networks, the implementa-
tion of 5G may further accelerate the develop-
ment of digital healthcare.

In telehealth, 5G has the potential to unlock the
use of virtual reality technology or sensors to
enable treating physicians to monitor a patient’s
vital parameters. One of the potentials further
attributed to 5G is to provide grounds for virtual
computerised replication of a surgical proce-
dure remotely controlled by a physician at the
patient’s site (as part of a vision termed the “tac-
tile internet”). To achieve 5G’s potential in remote
surgical interventions, telecoms providers will
have to ensure very low latency and transmis-
sion priority in their networks and healthcare
providers will need to take care when drafting
appropriate contractual provisions to address
liability risks.

5G may also underpin treatment in disaster are-
as by enabling real-time tracing of large popula-

tions or facilitating inventory and supply man-
agement within HCOs.

10. DATA USE AND DATA
SHARING

10.1 The Legal Relationship Between
Digital Healthcare and Personal Health
Information

Personal health information (PHI), directly or
indirectly allowing for insights on an identified or
identifiable person’s physical or mental health, is
categorised as particularly sensitive data under
the general data protection regime set out in the
FDPA and its implementing ordinance.

Using and sharing PHI within the scope of the
Swiss jurisdiction may be subject to multiple
legal regimes, including:

« professional secrecy rules governing physi-
cians and public officials;

» human research regulations; and

* general data protection law.

The current FDPA is under an ongoing revision;
the final text was adopted in 2020. The revised
FDPA (revFDPA) is expected to apply from 1
September 2023.

General Data Protection Laws

Under the FDPA, and revFDPA, processing PHI
in breach of general principles on transparency,
good faith, proportionality, data accuracy or data
security, and transferring PHI (including genetic
data) to other controllers requires a justification.
Such justification may lie in:

+ a legal basis allowing for such a transfer;

- data-subject consent; or
+ an overriding private or public interest.
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Where consent is required for lack of other bas-
es, it must be informed, voluntary and explicit. In
principle, consent may be provided in any form,
including orally or electronically. Where process-
ing activities and purposes are not self-evident
and reasonably transparent from the circum-
stances, consent must be based on adequate
information detailing the respective processing
purposes.

As a rule, a justification is unnecessary where
a recipient acts as a processor on behalf of a
controller and is subject to respective auditing
and instruction rights.

PHI may be transferred abroad under the con-
ditions set out in the FDPA. The USA is not
deemed to provide an adequate data protection
level within the meaning of the FDPA. The Swiss
FDPIC recently published a position paper con-
cluding that the Swiss-US Privacy Shield does
not provide an adequate data protection level
and a certification under the Swiss-US Privacy
Shield no longer constitutes a sufficient basis for
personal data transfers to the USA. An adequate
data protection level must therefore be ensured
by other means; eg, through the conclusion
of a data transfer agreement, typically using
EU standard contractual clauses adapted to
Swiss requirements with additional safeguards
depending on a case-by-case analysis.

Professional and Official Secrecy

HCPs and HCOs are subject to professional and/
or official secrecy obligations. Sharing patient
data with third parties is permissible if mandated
or permitted on legal grounds or upon informed
patient consent. Where such legal bases or con-
sent are lacking, patient data may be entrusted
to third parties qualified as auxiliaries (data pro-
cessors) of the HCP bound by the same profes-
sional secrecy as the principal. The majority in
doctrine argues that the latter permission also
extends to processors located abroad, though
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certain scholars also take the view that foreign
transfers require patient consent to ensure crimi-
nal persecution of processors acting in violation
of professional secrecy.

Patient consent legalising transfers under
professional secrecy obligations need not be
obtained in writing and may be given implicitly or
explicitly. Consent must, however, be voluntary
and given by a person capable of judgement and
in full knowledge of all essential circumstances.

Human Research Laws

Similar consent and information requirements
are set by the HRA and its implementing Human
Research Ordinance (HRO).

Specifically, if researchers collecting PHI for an
authorised research project intend to make fur-
ther use of PHI (including genetic data) in unen-
crypted form for another research project, they
must obtain informed consent from the data
subject or, as applicable, their legal representa-
tive or next of kin. Further use of non-genetic
PHI in coded form is permitted, provided data
subjects are informed of their right to dissent to
that further use. The obligation to inform data
subjects and provisions on encryption and key
management is further specified in the HRO.
Foreign data transfers of genetic research data
are only permissible if they are carried out for
research purposes and the data subject gave
their informed consent. Non-genetic research
PHI may be transferred abroad under the con-
ditions provided in the FDPA.

Anonymised and Encrypted (Including
Pseudonymised) PHI

In principle, Swiss data privacy laws do not
apply to anonymised data or object data unre-
lated to an identified or identifiable person. Like
the GDPR, Swiss law is based on a relative quali-
fication, meaning that data will be qualified as
“personal” depending on whether the control-
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ler, processor or recipient of the data can relate
that data to an identified or identifiable person
using reasonable means. Conversely, data is
considered anonymised where identification is
practically impossible because it requires efforts
prohibited by law or reasonably disproportionate
to any interest in that identification, such that the
person in possession of the data would not be
expected to take any such means.

Where merging of multiple data sources leads to,
or allows for, an identification of data subjects,
the resulting personal data is subject to the data
protection regime.

Data encrypted according to the current encryp-
tion standard, decipherable only to the person
in possession of the relevant key, does not
qualify as personal data with regard to process-
ing activities carried out on that encrypted data
by a third party. To fall outside the scope of the
general data protection provisions, the controller
must ensure that only authorised persons have
access to the decryption key and that data can-
not be decrypted without the decryption key.

Liability Risks

Under current legislation, a breach of privacy,
including a failure to handle security breaches
properly, may lead to civil claims against the
controller, including claims for breach of con-
tract. However, financial losses are usually diffi-
cult to quantify, which greatly reduces the risk of
financial liability. Moreover, the FDPIC may open
an investigation into security breaches, which
may lead to negative publicity. Besides, infringe-
ments are usually not punishable by criminal
fines under current law. The revised FDPA will,
however, introduce fines of up to CHF250,000
for certain breaches, including failure to comply
with minimum security standards.

11. Al AND MACHINE
LEARNING

11.1 The Utilisation of Al and Machine
Learning in Digital Healthcare

While the systematic use of technologies based
on intelligent (learning) algorithms is still largely
experimental in digital therapeutics, machine-
learning technologies are gaining ground in,
eg, diagnostics, the discovery of new medici-
nal product candidates or pattern recognition of
trends in side effects.

With many applications still at an experimental
level, the Swiss regulatory regime has not kept
pace with their growing potential. Al-specific
Swiss regulations have not yet been adopted.
As with medical devices software (see 6.1 Cat-
egories, Risks and Regulations Surrounding
Software as a Medical Device Technologies),
guidance on evidentiary requirements for gener-
al healthcare applications have not yet been set.
Al- and machine learning-enabled technologies
are thus subject to general principles applicable
to the respective product category.

Hence, the use of real-time or real-world data
as training data and the according risk of per-
petuating system bias is currently not specifi-
cally addressed under Swiss law. Nor have data
access regimes been specifically adapted to
the machine-learning context and the fact that
machine-learning algorithms require significant
amounts and ranges of training data to reach
their full potential. The Swiss EPD is based on
patient consent and not designed to enable
insights based on linking patient records.

11.2 Al and Machine Learning Data
Under Privacy Regulations

The European Commission’s proposed regula-
tion on Al mainly regulates high-risk Al applica-
tions, including the use of Al in medicine. Such
applications will need to meet transparency

18



SWITZERLAND | AW AND PRACTICE

Contributed by: David Vasella, Michael Isler and Anne-Catherine Cardinaux, Walder Wyss Ltd

requirements, among other requirements. In
Switzerland, general regulation of Al has so far
been rejected, and no specific regulation is fore-
seeable, except that the FC adopted guidelines
for handling Al by the federal administration in
2020.

12. HEALTHCARE
COMPANIES

12.1 Legal Issues Facing Healthcare
Companies

If Al or machine-learning devices or software
are designed to serve a medical purpose direct-
ed at an individual person, these devices may
qualify as medical devices under the MedDO.
When qualifying an e-health product as a medi-
cal device, the regulations on the conformity of
medical devices must be observed. Depending
on the classification of a medical device, there
are different approval and authorisation require-
ments. Each medical device must be assigned
to a class before being placed on the market
in Switzerland. Based on the intended pur-
pose and depending on the risk potential of a
medical device, classification can be made into
classes |, lla, llb and Ill. The revision of medical
device law has led to a higher classification of
mobile applications and thus to stricter regula-
tion. Health apps are now regularly assigned to
class lla. Medical devices that are assigned to
class lla must, in particular, be assessed by an
accredited conformity assessment body. In this
regard, a risk assessment shall be carried out,
determining the safety of the respective device.

In addition, developers must be mindful of
increased expectations for security and data
protection of customers and stakeholders and
apply high standards in these regards.
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13. UPGRADING IT
INFRASTRUCTURE

13.1 IT Upgrades for Digital Healthcare
In order to support digital healthcare, HCOs
need an adequate IT infrastructure suitable to
integrate new technologies. Key features of
digital healthcare build on connectivity between
inter-operable technologies. To ensure inter-
operability, the infrastructure must be based
on common standards. These standards are
still under development. In addition, secure and
effective sharing of information relies on sta-
ble networks equipped with sufficient capacity.
Network operators and technology developers
alike will thus play a crucial role in harnessing the
digital healthcare potential. As with all systems
enabling multiparty co-operation, security issues
become particularly important, as well as data
and information governance.

13.2 Data Management and Regulatory

Impact

Although the revised FDPA calls for data security
measures that correspond to the state of the art,
it does not specify the specific technical stand-
ards in more detail. The implementing ordinances
to the revised FDPA may contain more detailed
regulation about data security, but no final ver-
sion exists as of yet. However, it is very unlikely
that specific requirements for IT upgrades will
be introduced. Generally similar requirements as
for new software will apply, including privacy-
by-design and privacy-by-default requirements.

14. INTELLECTUAL
PROPERTY

14.1 Scope of Protection

Under Swiss law, computer programs may be
protected by non-registrable copyrights. Unlike
in other jurisdictions, commercial intellectual
property rights to such computer programs
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are freely assignable. According to the cur-
rently prevailing opinion in doctrine, associated
moral rights, such as the right to be named as
an author, are non-transferrable, but may be
waived. Arguably, their exercise may also be
delegated to third parties.

Software as such is not patentable. However,
inventions may be patentable provided they
have a technical implementation.

The question of how inventions and works of
authorship created by Al-based technologies
are allocated has not yet been decided. Like the
European Patent Office, the majority in doctrine
argues that inventorship in patent law - and
authorship in copyright law — can only be attrib-
uted to natural persons.

14.2 Advantages and Disadvantages of
Protections

Patents provide an exclusive right to use the
invention commercially, including manufactur-
ing, marketing, importing and exporting. How-
ever, private use, research and teaching remain
permitted for anyone.

Literary and artistic intellectual creations of an
individual character, including computer pro-
grams, are subject to copyright protection,
regardless of their value or purpose. Such
creations are automatically protected as of the
moment of their creation. The author has an
exclusive right in their own work and the right to
recognition of their authorship.

Trade mark and design legislation protects
branding but not, generally, the function of prod-
ucts or services.

Switzerland does not have any specific trade
secret laws except provisions in criminal and
unfair competition law and obligations of secre-
cy in certain types of contracts. Not being an

EEA member state, Switzerland has not imple-
mented the EU Trade Secrets Directive.

14.3 Licensing Structures

There are no formal requirements with regard
to the licensing of IP rights under Swiss Law.
Nevertheless, it is customary and advisable to
enter into written licence agreements and regis-
ter the licence (as otherwise a licensee cannot
enforce its licence rights against a third party
who acquires the intellectual property rights in
question in good faith).

14.4 Research in Academic Institutions
Under Swiss general contract laws, designs and
inventions conceived or reduced to practice in
the performance of an employment agreement
belong to the employer. A similar provision is
stipulated for computer programs protected by
copyrights under the Copy Right Act. According
to this provision, the employer shall have exclu-
sive rights of use in a computer program created
by its employee in the course of the performance
of the employee’s contractual obligations.

Where private sector technology companies
are involved in developing a device or medical
innovation, intellectual property rights are often
allocated to the private sector company funding
the research. In practice, research institutions
often reserve the right to use intellectual prop-
erty developed in the course of the collaboration
for non-commercial purposes. In some cases,
such a reservation may be mandated under
competition-law considerations.

Competition-law considerations also play an
important role in licensing agreements. For
example, contractual clauses creating an obli-
gation on the licensee to assign or grant an
exclusive licence to a licensor (or a third party
designated by the licensor) to any improvements
made on the licensed technology require careful
assessment.
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14.5 Contracts and Collaborative
Developments

Given the strictures imposed by intellectual prop-
erty statutes for multiparty inventions and works
of authorship, contractual arrangements often
regulate cross-licences in background IP rights,
and the allocation of (joint or separate) owner-
ship in foreground IP. Best practice includes fine-
tuning the allocation of IP rights to the specific
needs of the parties and an awareness that IP
allocation is not an issue that should be left to
lawyers, but requires business buy-in and align-
ment with the broader strategies of the parties.

15. LIABILITY

15.1 Patient Care

General Principles of Liability

Liability for patient care can be based on the
Swiss Product Liability Act (PLA), establishing
strict liability for defective products modelled
after the EU’s Product Liability Directive 85/374/
EEC (PLD), contractual provisions governed by
the Swiss Code of Obligations (CO) or the CO’s
general regime on torts. In contrast to the PLA,
liability under the CO generally requires negli-
gence, with the onus of proof lying on the claim-
ant or the defendant, depending, in principle, on
whether damages are sought under contract or
torts. While strict liability under the PLA cannot
be excluded, liability under the CO can be limited
to gross negligence and intentional misconduct.

Liability for Al-Enabled Products

As part of an assessment on the need for regu-
latory reform tailored to Al technologies, the FC
entrusted a working group under the auspices
of the Swiss Federal Department of Econom-
ics, Education and Research with analysing the
Swiss regulatory landscape. In its report, the
working group held that the current Swiss liabil-
ity legislation is broad enough to accommodate
liability risks emanating from Al. Following the
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report, the FC concluded that new regulations
addressing liability for Al are currently not a pri-
ority.

However, spurred by a project to revise the EU’s
PLD, multiple scholars in doctrine have recently
argued for a revision of the Swiss PLA. Referenc-
ing an ongoing international debate, they identify
three risks inherent to Al:

« the risk derived from the fact that, by defini-
tion, Al systems exercise a certain degree of
autonomy;

* risks related to their interaction with humans
training the Al; and

« their inter-dependence with other systems;
eg, healthcare ecosystems.

Arguments for a revision project are centred on
the definition of a product defect and causality,
the allocation of responsibility between manu-
facturers and users (risk governance), and the
burden of proof.

Under the present regime, robots are not
endowed with a legal personality; liability lies
with a natural or legal person responsible for the
damages caused by such robots. Whether the
responsibility is with the manufacturer marketing
a product or the user training a product with user
data depends on an allocation of risks between
the manufacturer and the user and the definition
of a product defect. Much like the EU’s PLD,
the Swiss PLA defines product defects refer-
encing the legitimate safety expectations of the
general public. These expectations are shaped
by industry standards. Much will thus depend
on the development of adequate standards by
standardisation committees, such as the Inter-
national Organization for Standardization and
the International Electrotechnical Commission.
Where users play an integral role in training an
Al post-market, the manufacturer’s influence on
compliance with such standards is significant-
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ly reduced. Two of the suggestions for reform
brought forward in doctrine therefore include
provisions on strict liability of users training the
devices and/or mandatory insurance schemes.

There are no concepts under Swiss law that
would specifically address Al and potential bias.
Generally, the use and outcomes of Al will be
attributed to the party or parties that make use
of Al-enabled systems. With respect to end-user
data, the revised Swiss data protection regime
(likely entering into force by 1 September 2023)
requires the controller(s) to inform users about
automated decisions, where these could have
a substantial adverse effect on end users, and
allows them to challenge the decision and have
it reviewed by a natural person.

15.2 Commercial

Damages for harm incurred by an HCO due
to disruptions in the commercial supply chain
caused by third-party vendors’ products or ser-
vices will often depend on contractual arrange-
ments between the HCO and the seller or service
provider and the latter’s arrangement with third-
party vendors. Should damages from the direct
contractual partner of HCOs be unattainable for
legal or other reasons, Swiss jurisprudence has
established principles of third-party liquidation,
the concept of a contract with a protective effect
in favour of third parties, enabling liquidation of
damages suffered by a non-contracting party, or
a reversal of the onus of proof under the princi-
ple of a producer liability in torts. Whether and
which of these principles apply will depend on
the specific facts of the case.

Other ways in which HCOs may safeguard their
interests include securing indemnity undertak-
ings from their direct contractual partners.

16. HOT TOPICS AND
TRENDS ON THE HORIZON

16.1 Hot Topics That May Impact Digital
Healthcare in the Future

As Switzerland is a relatively small market that
is keenly aware of developments in the interna-
tional arena, generally the Swiss regulatory land-
scape will, with some delay, act on international
developments. A key topic in this regard is Al,
and the EU regulation laying down harmonised
rules on Al proposed by the European Commis-
sion in June 2021.
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Introduction

The COVID-19 pandemic has highlighted the
potential of digital technologies in tackling global
health challenges, including novel viruses, cli-
mate change and ageing societies. It has also
propelled a health-technology boom that is
likely to outlive strictures imposed during the
pandemic.

The impetus for digital health and a mobile
technology-friendly Swiss population makes
Switzerland a fertile ground for innovation. At the
same time, developers in the health-technology
realm are closely following ongoing substantial
legal reforms that — if left unaddressed by mar-
ket operators — may hamper innovation and slow
down the impulses catalysed by COVID-19.

Amongst the ongoing reform projects likely to
impact innovators in healthcare the most are
the two new medical device ordinances, mir-
roring the European Union’s Regulations (EU)
2017/745 (MDR) and (EU) 2017/746 (IVDR),
and the reformed data privacy regime set out in
the Federal Data Protection Act (FDPA) and its
implementing ordinance.

Reform of the Medical Devices Regime

In synchrony with the EU’s MDR, the Swiss regu-
lator enacted the Swiss Medical Devices Ordi-
nance (MedDO), which entered into force on
26 May 2021. While the Swiss medical device
regime largely corresponds to, and references,
the MDR, the Swiss reform also provides for
Swiss specifics. The MedDO will be supplement-
ed with a revised regime on in vitro diagnostic
medical devices. On 4 May 2022, the Federal
Council adopted the new Ordinance on In Vitro
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Diagnostic Medical Devices and the amendment
to the Ordinance on Clinical Trials with Medi-
cal Devices. The aim of the new regulations is
to improve patient safety by means of stricter
requirements for conformity assessment and
post-market surveillance. The new legal require-
ments entered into force on 26 May 2022.

For the past two decades, Swiss and EU manu-
facturers of medical devices have benefited
from mutual market access, thanks to a mutual
recognition agreement (MRA) between Switzer-
land and the EU. Due to the failed negotiations
between the EU and Switzerland on the institu-
tional framework agreement, the MRA has been
suspended for classical medical devices since
26 May 2021 and for in vitro diagnostic medical
devices since 26 March 2022.

As a result, Swiss manufacturers of in vitro
diagnostic medical devices are now treated as
established in a third country and must appoint
an authorised representative based in the EU
and label products accordingly. In addition, the
European Commission clarified on 24 May 2022
that Swiss certificates of conformity will not be
recognised in the EU, even if the certificate of
conformity was issued before 26 May 2022. This
is in contrast to the legal regulation of imports
into Switzerland, which stipulates that EU certifi-
cates of conformity continue to be recognised.

In particular, the provisions on the unilateral
recognition of EU certificates of conformity are
intended to reduce disruptions in the supply of in
vitro diagnostic medical devices in Switzerland.
Supplementary requirements such as the regis-
tration of economic operators and the reporting
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of serious incidents to Swissmedic, as well as
the establishment of a so-called Swiss author-
ised representative for foreign manufacturers,
help to ensure that Swissmedic can maintain
market surveillance despite being excluded from
the network of EU authorities.

As there is no access to the European database
EUDAMED, Swiss economic operators (manu-
facturers, importers and authorised representa-
tives) must register with the Swiss Federal Agen-
cy for Therapeutic Products (Swissmedic). This
requirement may lead to EU manufacturers not
being prepared to disclose the entire technical
documentation to the Swiss authorised repre-
sentative (especially if importers wish to assume
the role of authorised representative for several
manufacturers) (business secrets) and therefore
to prefer not to place the product on the Swiss
market. To counteract a possible supply gap in
Switzerland in such a case, as an alternative to
keeping a copy of the technical documenta-
tion available at the authorised representative’s
premises, the foreign manufacturer is also per-
mitted to send the data directly to Swissmedic.

In terms of digital healthcare, the medical-device
reform will affect software with an intended
medical purpose defined in the MedDO, as well
as software driving or influencing a medical
device. By contrast, digital healthcare technolo-
gies providing, eg, generic non-tailored health
or nutrition information, or mobile applications
processing sensor data solely for fitness or well-
ness purposes would fall outside the MedDO’s
scope. To guide app developers and help them
navigate regulatory qualification, the Swiss regu-
lators have endorsed recommendations and a
catalogue of quality criteria for mHealth appli-
cations.

Revised Data Protection Act
In view of adapting the Swiss data protection
regime to the digital age and to account for the

pivotal role of personal data, the Swiss legislator
has enacted a revised FDPA. The revised FDPA
was adopted by the Swiss parliament on 25
September 2020 and it will most likely come into
force on 1 September 2023. The FDPA is largely
aligned with Regulation (EU) 2016/679 (the Gen-
eral Data Protection Regulation, or GDPR), but
with some significant deviations. The FDPA will
be accompanied by a revised ordinance to the
FDPA, which the federal administration is still
working on and which is expected to be pub-
lished by August 2022. Inter alia, the revised
regime increases transparency requirements
and liability risks for controllers.

As under the GDPR, personal health information
(PHI) belongs to a special category of personal
data requiring an elevated level of protection and
security. While the definition of PHI under the
revised FDPA will not change fundamentally, the
definition will be supplemented with additional
categories of genetic data and biometrical data
“uniquely” identifying a natural person.

Inter alia, current debates are in practice centred
around foreign transfers of PHI. Following the
decision rendered by the European Court of Jus-
tice in re Schrems Il, the Swiss Federal Data Pro-
tection and Information Commissioner (FDPIC)
considers that a certification under the Swiss—
US Privacy Shield no longer justifies transfers
of personal data to the USA under the FDPA.
Thus, transfers must be based on other means;
eg, data transfer agreements. Most importantly,
the revised standard contractual clauses (SCCs)
passed by the European Commission on 4 June
2021 have been recognised by the FDPIC. How-
ever, according to the FDPIC, the new EU SCCs
only allow the transfer of personal data to states
without adequate protection “if the necessary
adaptations and additions are made for use
under Swiss data protection law”. From a Swiss
perspective, exporters would therefore have to
slightly amend the respective SCCs (with Swiss
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additions). In addition, data transfer agreements
must be accompanied by a transfer impact
assessment and potentially by supplementary
technical or organisational measures.

Switzerland is regarded as a “third country”
from the EU’s perspective. However, the Euro-
pean Commission decided on 26 July 2000
that Swiss law provides adequate protection of
personal data and therefore data transfers from
member states to Switzerland are, in principle,
permitted. Switzerland’s level of data protection
is now subject to review for the first time in two
decades and for the first time under the GDPR. A
new adequacy decision was originally expected
by 2020. However, the decision was postponed,
and the EU decision on the continued recogni-
tion of the adequacy of Swiss data protection
legislation is still pending.

Regulatory Aspects on the Horizon

Regulatory aspects on the horizon include ques-
tions on the cross-border provision of medical
care, product liability and evidentiary require-
ments for machine learning-enabled devices,
data access rights unlocking research and
innovation, inter-operability standards, and
reimbursement of new technologies under the
mandatory statutory health insurance scheme.

As a market intertwined with the EU, Switzer-
land follows developments in the EU’s regula-
tory landscape closely, while generally keeping
a pragmatic and liberal approach to regulation.
In Switzerland, the position has so far been that
there is no need for general regulation of Al, as
the general legal framework in Switzerland is
basically suitable and sufficient at the present
time. In particular, the view is expressed that
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no general Al law should be created, but that
sector-specific and technology-neutral regula-
tion should be examined in Switzerland. Moreo-
ver, with data protection, Switzerland already
has a regulation that covers Al. In particular, the
revised FDPA stipulates that data subjects have
a right not to be judged by an Al when making
important value decisions.

In addition, the Federal Council has decided
that the Federal Act on the Electronic Patient
File (Bundesgesetz (iber das -elektronische
Patientendossier) should be revised. This is par-
ticularly because a clear division of tasks and
responsibilities as well as sustainable financing
are lacking for the successful introduction and
dissemination of the electronic patient dossier.

Besides, due to various legal amendments in
recent years to the Federal Health Insurance
Act, the Federal Therapeutic Products Act and
the Federal Ordinance on Integrity and Trans-
parency in relation to Therapeutic Products, the
Association of Medical Laboratories in Switzer-
land (FAMH) and several leading players in lab-
oratory medicine have developed a Laboratory
Code of Conduct, which entered into force on 1
April 2022. The FAMH Laboratory Code of Con-
duct is intended to make it easier for laboratory
medicine and other health actors to orient them-
selves in a complex regulatory environment. It
will thus provide the basis for fair and equitable
competition among the health actors involved
and promote the confidence of patients, cus-
tomers, politicians and financiers. The FAMH
Laboratory Code of Conduct enables all signa-
tories to formally commit to business practices
that meet the highest ethical and commercial
requirements.
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