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On October 1 2013 the Swiss Financial Market Supervisory Authority (FINMA) published 

the final version of its partially revised Operational Risks at Banks Circular 2008.(1) The 

circular sets out qualitative requirements for managing operational risks. It contains a 

new Annex 3 providing guidelines for the handling of electronic client data. The circular 

will enter into force on January 1 2015. 

General requirements 

Primarily, the circular contains financial and qualitative requirements for managing 

operational risks. It sets out the Principles for the Sound Management of Operational 

Risk issued in June 2011 by the Basel Committee on Banking Supervision as six 

subjects with corresponding specifications. According to these principles, responsibility 

for the management of operational risks lies with top-level management. The principles 

require that banks have a systematic approach, systems and controls and a reporting 

and IT infrastructure in place to identify, limit and monitor risks appropriately. 

Guidlines for electronic client data 

FINMA is authorised to lay down specific requirements for managing operational risks 

in certain areas. It has now done so for the handling of electronic client data. The new 

Annex 3 contains nine principles and numerous corresponding specifications setting 

out the proper management of the risks involved in order to preserve the confidentiality 

of the electronic client data of private clients(2) whose banking relationships are 

administered in or from Switzerland. 

Principle 1 – governance 

Banks must systematically identify, limit and monitor risks in connection with the 

confidentiality of electronic client data. The board of directors shall supervise the 

management to ensure an effective implementation of procedures for the safeguarding 

of confidentiality of electronic client data. The management shall entrust an 

independent entity as a controlling function in order to establish and maintain a 

framework for safeguarding confidentiality of electronic customer data. The main task of 

that independent entity is the supervision of the internal and external IT specialists that 

process electronic customer data. 

Principle 2 – client-identifying data 

Banks must categorise their electronic client data. This first requires a company-

specific determination of client-identifying data, which is defined as data allowing for the 

identification of an individual client (eg, name, passport number or combinations of 

date of birth, profession and nationality). Second, a classification of client-identifying 

data at the level of confidentiality and protection is required. Banks shall regulate the 

responsibility for client-identifying data with the appointment of data owners deciding, 

among other things, about: 

l access authorisations;  

l deletion; and  

l disposal of back-up tapes.  

Principle 3 – data storage location and data access 

Banks must have knowledge of: 

l the data storage location of client-identifying data;  

l the applications and IT systems that process client-identifying data; and  

Information Technology - Switzerland 

 
Authors 

Roland Mathys  

Christoph Zogg  

  

http://www.internationallawoffice.com/gesr.ashx?l=7K4X5Y7
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YK
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YN
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YK
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YX
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5Z0
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5Z3
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5Z6
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YA
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YA
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YD
http://www.internationallawoffice.com/gesr.ashx?l=7K4X5YD


l all electronic access possibilities on client-identifying data (eg, locations, entities 

and people).  

Accordingly, banks must maintain an inventory of the applications and infrastructure that 

contain or process client-identifying data and keep it updated. 

Banks must establish appropriate control mechanisms in order to safeguard that data 

is processed only in compliance with the Swiss Data Protection Law. Accordingly, 

banks should particularly ensure the confidentiality, availability and integrity of the data 

and protect their systems against: 

l unauthorised or accidental destruction;  

l accidental loss;  

l technical faults;  

l forgery;  

l theft or unlawful use; and  

l unauthorised alteration, copying, access or other unauthorised processing.  

Physical locations (eg, server rooms) and network zones which process mass client-

identifying data must be secured through special control mechanisms. 

If client-identifying data is stored abroad or if access to this data is possible from 

abroad, FINMA requests – beside compliance with the Data Protection Law – an 

appropriate protection of client identifying data (eg, by anonymisation, encryption or 

pseudonymisation). 

Access to data must be clearly regulated with a role and task specific authorisation 

system and should occur only on a strict need-to-know-basis. 

Principle 4 – security standards for infrastructure and technology 

Security standards for infrastructure and technology applied for the protection of the 

confidentiality of client-identifying data must adequately reflect the complexity and risk 

exposure of the bank. They should safeguard the protection of client-identifying data: 

l at endpoints (eg, personal computers, notebooks, portable storage devices or 

smartphones);  

l during transfer (eg, within networks or between different locations); and  

l during storage (eg, on servers, databases and back-up tapes).  

Banks should observe the development of IT data security solutions and close potential 

gaps between the existing internal framework for the safeguarding of confidentiality of 

electronic customer data and market practice. 

Principle 5: selection, supervision and training of staff 

The highest risks related to the confidentiality of client-identifying data are human rather 

than technological. Therefore, banks should implement measures regarding the 

human factor that are at least equivalent to those of technical nature. 

Banks must diligently select, supervise and train staff and third parties (eg, external IT 

providers) with access to client-identifying data. Extended security requirements apply 

for privileged IT operators and users with functional access to mass client-identifying 

data (defined as key employees). Banks should maintain a list with the names of all 

internal and external key employees and of all people with supervision responsibilities 

as to client identifying data confidentiality. 

Banks must make dispositions, such as the implementation of log files, in order to 

identify key employees with access to mass client-identifying data. 

Principle 6 – risk identification and control 

The independent entity responsible for data security and confidentiality of client-

identifying data should identify and assess the inherent and residual risks of 

confidentiality by means of a structured process. The process shall comprise client-

identifying data-related risk scenarios of relevance to the bank (on the basis of real 

severe client-identifying data-related incidents in the industry or hypothetical severe 

incidents – for example, theft of client-identifying data and sale to foreign tax 

authorities). The process shall comprise a catalogue of client-identifying data-related 

key controls needing constant verification and adaptation when necessary. 

Principle 7 – risk reduction 

Identified risks must be monitored and reasonably reduced, particularly when mass 

client-identifying data is processed (eg, during a migration, technological upgrades or 

restructuring proceedings). If a bank processes non-anonymised, non-encrypted and 

non-pseudonymised mass client-identifying data, it should apply other processes (eg, 

the four-eyes principle or log files) and involve the independent entity responsible for 

data security and confidentiality of client-identifying data. 



Principle 8 – client-identifying data incidents, internal and external communication 

Banks shall introduce pre-defined processes in order to be able to react swiftly in case 

of client-identifying data-related incidents, including a clear strategy of communication 

(to FINMA, law enforcement authorities and media) in case of severe client-identifying 

data incidents. Exceptions, incidents, supervision and inspection results need to be 

analysed and reported to top management. Processes to identify client-identifying data-

related incidents and reaction schemes shall be formalised and communicated to all 

relevant positions within the bank. The risk of confidentiality breaches and client-

identifying data-related compliance notices shall be part of internal reports (or at least 

be systematically recorded if reasons of confidentiality do not allow disclosure). 

Principle 9 – client-identifying data-related outsourcing services and major orders 

When selecting outsourcing providers for client identifying data processing, client-

identifying data confidentiality should be a decisive criterion and an integral part of due 

diligence. Banks remain responsible for client-identifying data during the whole 

outsourcing lifecycle. Banks should appoint at least one employee for each outsourced 

client-identifying data activity who is responsible for all involved parties complying with 

security and confidentiality standards. Banks should know and understand the key 

controls of the outsourcing provider related to client identifying-data confidentiality, and 

should verify and assess compliance with internal requirements and the effectiveness 

of the outsourcing provider's key controls. 

Comment 

FINMA's Annex 3 is a detailed specification with far-reaching requirements. By defining 

requirements going beyond the obligations resulting from the Data Protection Law, 

FINMA heavily intervenes with the banks' internal freedom of organisation. 

Consequently, banks will have to modify their IT solutions and business processes 

significantly and will face considerable costs in that regard. 

Banks heavily criticised the draft version of Annex 3 during the consultation process. 

They criticised the level of detail in Annex 3 and proposed to abstain from strict rules 

and to reduce it to basic principles instead. The banks' comments illustrate that an 

increased detail does not necessarily reduce the number of questions of interpretation. 

While accepting a need to protect client-identifying data, banks have questioned the 

cost-benefit ratio of an implementation of the new requirements, because the 

implementation of Annex 3 will result in considerable work and costs. For instance, it 

has been pointed out that the duty to protect client-identifying data on endpoints will 

result in a duty to install expensive data loss-prevention software on every notebook or 

smartphone. Some banks have even questioned whether Annex 3 is feasible at all with 

today's IT solutions. Finally, banks have submitted that an implementation of all 

requirements until January 1 2015 - when Annex 3 enters into force - is unrealistic. 

However, FINMA has expressed the opinion that Annex 3 follows – to a large extent – a 

principle-based approach and leaves the banks sufficient freedom of implementation. 

With regard to implementation costs, FINMA has held that those banks which already 

have an up-to-date IT infrastructure in place will not face substantial investments when 

implementing the new requirements. In contrast, banks with an outdated IT 

infrastructure would have to modernise, in the absence of Annex 3, and cannot hold 

FINMA responsible for additional costs to this effect. FINMA has also rejected a 

postponement of the date of entry into force. 

Not only will Annex 3 impact on systems and business processes in the banks, but it 

will also affect their outsourcing activities and contracts. FINMA makes clear in Principle 

9 of Annex 3 that banks shall impose their duties regarding client identifying data on 

their outsourcing providers. This applies, for example, for the duty to have knowledge of: 

l the data storage location of client-identifying data;  

l the applications and IT systems that process client-identifying data; and  

l all electronic access possibilities (Principle 3) or the duty to train staff (Principle 5).  

Accordingly, banks having outsourced the processing of their electronic client data 

(which is standard) will have to review and adapt their existing outsourcing contracts in 

order to comply with Annex 3. 

For further information on this topic please contact Roland Mathys or Christoph Zogg at 

Wenger Plattner by telephone (+41 61 279 7000), fax (+41 61 279 7001) or email (

roland.mathys@wenger-plattner.ch orchristoph.zogg@wenger-plattner.ch). 

Endnotes 

(1) See www.finma.ch (in German and French). 

(2) Individuals, but also banking relationships in which an individual by use of a legal 

entity (eg, as beneficial owner of an offshore company, domicile company or 

foundation) or trust, maintains a banking relationship with the bank. 
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The materials contained on this website are for general information purposes only and 

are subject to the disclaimer.  

ILO is a premium online legal update service for major companies and law firms worldwide. In-

house corporate counsel and other users of legal services, as well as law firm partners, qualify 

for a free subscription. Register at www.iloinfo.com.  
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